C I S I L I O N Case Study: Replacing Legacy Firewalls to Enable Next Generation Features
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At a Glance

HTEC had an aging firewall estate which was approaching end of life support with Cisco and would

no longer meet PCI-DSS criteria. Through using the Cisco ASA platform, HTEC were unable to take

advantage of the next generation features with the current network infrastructure configuration.

After showcasing our skills and expertise at our Innovation Centre, HTEC chose to continue its

decade longrelationship with Cisilion and upgrade its firewall infrastructure.
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CISCO
INFRASTRUCTURE PRODUCTIVITY COST SAVINGS Partner
Who is HTEC? “HTEC have been working with Cisilion for over 10

HTEC provide some of the world’s leading retailers with
EPOS, payment and loyalty solutions. With over 35
years’ experience inthe industry, their software is
designed with the forecourt and convenience marketin
mind. Processing over 2.5 million loyalty transactions
across 5 countries, 100 million payment transactions
eachyear, and 1.5 million stock files daily; HTEC are
committed to delivering the ideal solutions to make
their customer’s business more efficient.

years on a variety of projects, and they have played
a key role in delivering superb service and quality to
HTEC and the support of our customers.”

Carl Amey, Head of Data Centre, HTEC
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Challenges

Solution

Benefit

SO 1 _

Legacy Cisco ASA firewalls approaching
end of life support. N

Ensuring compliance with constantly
evolving regulations

Required a strong security posture to &
defend against malicious attacks

Cisilionleveraged our Cisco Gold Partnership to
deploy eight ASA5525X firewalls and FMC1000
appliances, firewall pairs and multiple device
contexts for key customer segregation and a lab
environment.

This enabled crucial next generation features
which was also supported by Cisilion’s 24x7
managed service.

HTEC have gone beyond PCI-DSS compliance
requirements through the FirePOWER
management FMCI1000 interface, to ensure that
they have a fully future-proof solution.

Gone Beyond
PCI-DSS Compliance.

30%

more performance for the same price.

Complete Visibility

Against malicious attacks and vulnerabilities in their
network.
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CISILION

About Cisilion

Our customerled approach means we work with firms globally to
successfully theiron-premise IT inventory. By partnering with Cisilion,
you canrest easy knowing that your network is in good hands and
that you canrely on our expert team to provide top tier support and
technical expertise wheneveryou neediit.

With Smart Services, you get the best of both worlds the benefits of
manufacturer support and Cisilion’s maintenance services, as well as
our partner managed sparing and logistics capabilities This unique
combination delivers substantial cost savings and enhanced value
added.

Book aninfrastructure workshop
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